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PRIVACY POLICY FOR EMA PLATFORM 

Last Updated: April 2024 

Who we are and what do we do? 

We at AIVF Ltd. (together with our affiliated companies – “AIVF”, “we”, “us” or “our”) develop 
and operate our proprietary “EMA” software platform to help fertility clinics optimize IVF 
processes and outcomes for individuals seeking assisted reproductive technology to build their 
families (the “Platform”). We provide our Platform to our corporate customers and business 
partners, including hospitals, clinics, and healthcare professionals (collectively, our 
“Customer(s)”). 

To whom does this policy relate? 

This Privacy Policy for the Platform (“Policy”) describes our general privacy practices with 
respect to identified or identifiable information (“personal data”) relating to account 
administrators, clinicians, physicians, embryologists and/or lab directors that use the EMA 
Platform on behalf of our Customers (“Users”), patients of our Customers whose information is 
included in the Platform by our Customers’ (“Patients”), and other information that Customers 
input into the EMA platform.  

As further explained in Section 8 below, the responsibility for complying with any legal 
requirements applicable to a Data Controller (or a Covered Entity under the U.S. Health 
Insurance Portability and Accountability Act (“HIPAA”)) with respect to Patients’ and Users’ 
personal data processed by us, lies with our Customers – typically, the organization providing 
the Patient with healthcare services or by whom the User is employed. In other words, we 
process Patient and User personal data under our Customers’ instructions. Our Customers, 
usually the healthcare provider, may have additional privacy notices explaining its own specific 
privacy practices, in which case, we encourage Users and Patients to read them. 

This Policy describes our privacy practices with regards to Patient and User personal data in 
general terms, however, ultimately, our processing of such personal data is subject to the 
instructions we receive from the relevant Customer providing us with the  personal data; 
therefore, the conditions in this Policy are subject to change pursuant to the specific Customer 
agreement in place.  

Note that this Policy does NOT cover our processing of personal data relating to individuals 
who interact with AIVF assets outside the Platform (such as our website visitors and our 
business contacts) with regard to whom we act as a Data Controller. Additionally, we process 
certain User personal data as a Data Controller. To learn more about our privacy practices 
regarding personal data of such individuals, please visit our Privacy Policy. 

 

Specifically, this Policy Privacy describes our practices regarding:

1. Data Collection 
2. Data Uses 
3. Data Location 
4. Data Retention 
5. Data Sharing 

6. Data Security 
7. Patients' and Users’ Rights 
8. Roles & Responsibilities 
9. Additional Notices & Contact Details

 

https://aivf.co/privacy-policy/
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We respect individuals’ privacy and are strongly committed to making our practices regarding 
personal data transparent and fair. Please read this Policy carefully and make sure that you 
fully understand it. 

1. DATA COLLECTION 
Through the Platform, we collect certain types of personal data regarding Patients and Users 
as instructed by the relevant Customer. With respect to Users, such data is typically collected 
directly from the User; with respect to Patients, such data is collected both directly from the 
Customer (via the Customer’s Patient Electronic Medical Records) and directly from incubators 
used by the Customer, pursuant to the Customer’s instructions. 

Specifically, at the Customer’s direction, the personal data we collect about Patients and Users 
may include the following categories of personal data : 

● User Profile: This may include name, email, telephone number, role (e.g., Embryologist 
or Lab Director), and Platform account password.  

● Patient Profile: This may include Customer-issued Patient ID or other ID as determined 
by the Customer, gender, date of birth or age, the Customer that a Patient is associated 
with, and home address.  

● Medical Data: This may include general Patient health information such as age, height, 
body mass index, reproductive health history, and genetic or biometric data relating to 
embryos undergoing incubation such as embryo quality, number of oocytes, etiology, 
inner cell mass quality, etc. Medical data may also include general health information 
about Patients’ spouses or partners such as height, weight, age, gender and body mass 
index.  

● Any other data that Customer may input into the EMA platform that may include 
personal data.  

In any event, Patient personal data processed via our Platform will only be processed by AIVF 
on behalf of our Customer, in accordance with this Policy, such Customer’s instructions and 
as further agreed upon in mutually executed Data Processing Agreements or Business 
Associate Agreements, or any other agreements between us and the relevant Customer. User 
personal data processed via our Platform will be similarly processed by AIVF on behalf of our 
Customer, except for where AIVF may process such data as a Data Controller. Please see our 
Privacy Policy for further information.  

2. DATA USES 
In general terms, Customers may use our Platform to process Patient personal data in order to 
provide AI-driven automated and objective insights to augment embryo evaluation. The 
Platform offers Customers a secure and user-friendly interface for performing such embryo 
evaluations and allows Customers to provide more effective and informed IVF treatment for 
Patients.  

AIVF may process Patient and User personal data as is necessary for the following purposes: 

● Performance of our services, including providing AI-driven insights to augment embryo 
evaluation, and to facilitate, operate and maintain the Platform for our Customers, their 
Users, and their Patients (all in accordance with the instructions provided to us by the 
Customer in its role as a Data Controller or a HIPAA Covered Entity, as detailed in 
Section 8). 

● To provide analytics data to allow the Customer and Users to analyze and understand 
their own key performance indicators and metrics; 
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● To create aggregated, statistical data, inferred non-personal data or anonymized or 
pseudonymized data (rendered non-personal), which we or others may use to provide 
and improve the Platform and our services; 

● To comply with our legal and contractual obligations; to provide customer service and 
technical support; and to protect and secure our Customers and their Users and 
Patients, our Platform, and ourselves. 

3. DATA LOCATION 
Patient and User personal data may be maintained, processed, accessed and stored by us and 
our authorized Service Providers (defined in Section 5 below) in different locations. 

While privacy laws may vary between jurisdictions, AIVF and its Service Providers are each 
committed to protecting personal data in accordance with this Policy, customary industry 
standards, as well as appropriate lawful mechanisms and contractual terms executed by the 
relevant Customer, AIVF and such providers, as required. 

AIVF, Ltd. is headquartered in Israel, a jurisdiction which is considered by the European 
Commission, the United Kingdom Secretary of State, and the Swiss Federal Data Protection 
and Information Commissioner (FDPIC), to be offering an adequate level of protection for 
personal data of individuals residing in EU Member States, the UK and Switzerland, 
respectively. We transfer data from the European Economic Area, the UK and Switzerland to 
Israel on this basis.  

AIVF INC is our wholly-owned US based subsidiary which is in the process of applying for self-
certification to the EU-US Data Privacy Framework (DPF), the UK Extension to the EU-US DPF, 
and the Swiss-US DPF for non-HR personal data transfers to the United States. Moreover, AIVF 
has implemented an intercompany data processing agreement that either relies on adequacy 
statutes, or adopts an appropriate data transfer mechanism for personal data transfers.  

To the extent we transfer personal data originating from the European Economic Area (EEA), 
the UK, or Switzerland to countries that are not considered as offering an adequate level of 
data protection by the relevant authorities, we and our relevant Service Providers rely on 
appropriate data transfer mechanisms as established under applicable law, such as the standard 
contractual clauses adopted by the EU (available here) or the UK (available here). 

All personal data collected on behalf of Customers who opt for our cloud-based product and 
services is stored in AWS’ EEA or USA-based data centers (depending on the location of the 
respective Customer). EEA based Customers’ personal data is always stored in AWS’ EEA-based 
data centers.  

The Service Providers we use to process personal data on behalf of Customers, deemed our 
“Sub-processors” (or our HIPAA Business Associate Subcontractors, as further explained in 
Section 8 below), are typically located in the U.S. or in the EEA. 

4. DATA RETENTION 
We retain personal data on behalf of the Customer and in accordance with Customer’s 
instructions. We may retain some personal data after the termination of our engagement with 
the relevant Customer, only to the extent reasonably necessary for us to comply with our legal 
and contractual obligations; to perform and enforce our agreements; and to resolve and protect 
ourselves against legal disputes – all in accordance with our agreements with the relevant 
Customer, applicable laws and our data retention policies (where applicable). 

https://commission.europa.eu/publications/standard-contractual-clauses-international-transfers_en
https://ico.org.uk/media/for-organisations/documents/4019539/international-data-transfer-addendum.pdf
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5. DATA DISCLOSURE 
We may disclose Patient and User personal data to certain third parties, including law 
enforcement agencies and our Service Providers (defined below), in accordance with this Policy 
and as described below: 

● Service Providers: We engage selected third-party companies and individuals to 
perform services complementary to our own. Such service providers may include, 
without limitation, hosting and server co-location services, communications and content 
delivery networks (CDNs), data and cyber security, session, call or activity recording and 
analysis, remote access, performance measurement, and any other relevant service 
(collectively – our “Service Providers”).  

These Service Providers may have access to personal data, depending on each of their 
specific roles and purposes, and may only use the data for such limited purposes as 
determined in our agreements with them. 

● Legal compliance: In exceptional circumstances, we may disclose or allow government 
and law enforcement officials access to personal data, in response to a subpoena, search 
warrant, or court order (or similar requirement), or in compliance with applicable laws 
and regulations. Such disclosure or access may occur if we believe in good faith that: (a) 
we are legally compelled to do so; (b) disclosure is appropriate in connection with efforts 
to investigate, prevent, or take action regarding actual or suspected illegal activity, 
fraud, or other wrongdoing; or (c) such disclosure is required to protect our legitimate 
business interests, including the security or integrity of our Platform and related 
services. 

● Protecting rights and safety: We may share personal data with others if we believe in 
good faith that this will help protect the rights, property, or personal safety of AIVF, its 
employees or stakeholders, any of our Customers or their Users or Patients, or any 
member of the general public. 

● AIVF affiliates and organizational changes: We may share  personal data internally 
within our group, for the purposes described in this Policy. In addition, if AIVF or any of 
its subsidiaries or affiliates undergo any change in control or ownership, including by 
means of merger, acquisition, or purchase of substantially all or part of its assets,  
personal data may be shared with the parties involved in such an event. If we believe 
that such change in control might materially affect personal data then stored with us, 
we will notify the relevant Customer of this event and the choices the Customer may 
have via any communication means available to us.  

For the avoidance of doubt, AIVF may share personal data in additional manners, pursuant to 
Customer’s explicit approval, or if we are legally obligated to do so, or (where applicable) if we 
have successfully rendered such data non-personal, non-identifiable and anonymous. 

6. DATA SECURITY 
We and our Service Providers implement and maintain systems, applications, and procedures 
to secure personal data, and to minimize the risks of personal data theft, damage, loss, or 
unauthorized access to or use of such data. These measures provide sound industry-standard 
security. However, please be aware that regardless of any security measures used, we cannot 
and do not guarantee the absolute protection and security of any personal data stored with 
us or any third parties (as described in Section 5 above).  
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7. PATIENT AND USER RIGHTS 
Patients and Users may have certain privacy rights under the laws that apply to them, 
including the EU or UK General Data Protection Regulation (“GDPR”), the Swiss Federal Act 
on Data Protection (“FADP”), the California Consumer Privacy Act (“CCPA”) or HIPAA 
(Patients only) – such as the right to know, to request access to, and rectification or erasure 
of, their personal data held with AIVF; to restrict or object to the processing of such data, or 
the right to port it (each to the extent available to them under the laws that apply to them). If 
a Patient or User wishes to exercise their rights or to make any request or query with regard 
to their personal data that we process on a relevant Customers’ behalf, they may contact the 
relevant Customer directly. 

8. ROLES & RESPONSIBILITIES 
Certain data protection laws and regulations, such as the GDPR and HIPAA, typically 
distinguish between two main roles for parties processing personal data: the “Data Controller” 
(or under HIPAA, the “Covered Entity”), who determines the purposes and means of 
processing; and the “Data Processor” (or under HIPAA, the “Business Associate”), who 
processes the data on behalf of the Data Controller (or the HIPAA Covered Entity). 

Our Customers are the Data Controllers (or Covered Entities) of the personal data uploaded 
or submitted to the Platform. If a Patient or User wishes to make any requests or queries 
regarding our processing of their personal data on behalf of the relevant Customer, they may 
contact the Customer directly.  

AIVF processes such data as the Data Processor (or Business Associate) on behalf of our 
Customers, in accordance with their instructions, the Data Processing Agreement or the 
Business Associate Agreement mutually executed by us and the relevant Customer, and any 
other commercial agreements we have in place with the relevant Customer.  

Our Service Providers (as defined in Section 5 above), in turn, are Sub-processors (or under 
HIPAA, our Business Associate Subcontractors) acting under our instructions. 

9. ADDITIONAL NOTICES & CONTACT DETAILS 
Data Protection Officer: AIVF has a Data Protection Officer (DPO), who monitors and advises 
on AIVF’s ongoing privacy compliance and serves as a point of contact on privacy matters for 
data subjects and supervisory authorities. For any comments or questions regarding this 
Policy please contact our DPO at privacy@aivf.co. 

Additional questions: If Patients have any comments or questions regarding the processing 
of their personal data by AIVF, they may contact the relevant Customer or AIVF’s support at 
privacy@aivf.co. 

mailto:privacy@aivf.co
mailto:privacy@aivf.co

